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Circulation List 
 

This Customer Due Diligence Policy is a controlled document and is maintained on the server as read 
only. The Governance and Compliance Management Representative must ensure that all amendments 
are circulated and obsolete copies removed and filed. Hard copies used for training and internal 
auditing are controlled and distributed as follows. 
 

Copy No. Holder 
 
1 Governance and Compliance Management Representative  
 

Amendment History 
 
This policy is reviewed periodically, at least annually, and is retained for a period of three (3) years. 
Amendments and revisions are distributed to the named holders. The history of amendments and the 
issue of revisions are recorded below. 
 

Date 
Amend. 

No. 
Page No. 

New Issue 
No. 

Reason for Change Authorised By 

01/06/2024 - All 1 Initial release Tony O'Sullivan 

01/06/2025 1 All 2 Annual review Tony O'Sullivan  
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Copies of this document other than those listed above will not be revised; such copies will be marked 
as UNCONTROLLED. 
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1. Purpose  
 

The Vendor Due Diligence Policy of RETN is designed to establish a comprehensive framework for 
evaluating, onboarding, and continuously monitoring third-party suppliers and vendors. This policy 
ensures that RETN engages with partners who align with our strategic objectives, comply with 
international and local regulations, and uphold the highest standards of integrity, security, and 
operational excellence. The due diligence process is essential for mitigating risks associated with third-
party relationships, including financial, legal, reputational, and operational risks. 
 

2. Scope 
 

This policy applies to all current and prospective suppliers, vendors, and third-party service providers 

across all global operations of RETN. It encompasses the entire lifecycle of the supplier relationship, 

from initial engagement and due diligence to ongoing monitoring and periodic re-evaluation. This 

policy is applicable to all RETN departments involved in procurement, legal, compliance, and supplier 

relationship management. 

3. Definitions 
 

Vendor and/ or Supplier 

Any entity or individual providing goods, services, or other resources to RETN under contractual 

agreements. 

 

Due Diligence 

A structured and thorough process of evaluating a supplier’s legal standing, financial health, 

operational capacity, and compliance with RETN’s standards, to ensure that all potential risks are 

identified and managed. 

 

Foundational Documents 

Core legal, financial, and operational documents required from suppliers during the due diligence 

process, essential for validating the supplier’s legitimacy and compliance. 

 

4. Policy Statement 
 

RETN is committed to maintaining a rigorous and transparent supplier due diligence process that 

aligns with our corporate governance framework and global regulatory standards. The policy 

underscores RETN’s dedication to ethical business practices, ensuring that all suppliers are vetted 

thoroughly for compliance with legal, environmental, and social governance (ESG) criteria. The due 

diligence process is an integral component of RETN’s risk management strategy and supports our 

objective to foster secure, resilient, and mutually beneficial supplier relationships. 
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5. Roles and responsibilities 
 

• Global Procurement Office: Responsible for initiating the supplier due diligence process, 

ensuring comprehensive documentation is obtained, and maintaining a centralized repository 

of supplier records. Oversees the ongoing relationship with suppliers, ensuring continuous 

compliance with RETN’s standards and facilitating regular performance evaluations. 

• Legal and Compliance Department: Conducts a thorough review of all legal agreements, 

verifies the supplier’s adherence to applicable laws and regulations, and assesses potential 

legal risks. Develops and implements risk assessment methodologies, evaluates the overall 

risk profile of suppliers, and recommends risk mitigation strategies. Periodically reviews the 

due diligence process to ensure compliance with RETN’s internal policies and external 

regulatory requirements, and identifies areas for improvement. 

 

 

6. Due Diligence Procedures 
 

6.1. Foundational Documents Collection and Verification 

RETN requires the following foundational documents from each supplier as part of the initial due 

diligence process: 

• Non-Disclosure Agreement (NDA): Ensures that all proprietary information shared between 

RETN and the supplier is safeguarded and only utilized for authorized purposes. 

• Basic Corporate Information: Comprehensive details including the supplier’s full legal name, 

registered address, principal place of business, and contact information. 

• Ownership Structure Documentation: Detailed disclosure of the supplier’s ownership 

structure, including ultimate beneficial owners (UBOs), affiliated companies, and key 

stakeholders. This is crucial for identifying potential conflicts of interest and understanding 

the supplier’s corporate governance. 

• Tax Identification and Certification: Verification of the supplier’s Tax Identification Number 

(TIN) and submission of relevant tax compliance certificates, ensuring adherence to local and 

international tax obligations. 

• Licenses and Permits: Copies of all required licenses, permits, and certifications that validate 

the supplier’s ability to operate legally in the jurisdictions where they conduct business. 

• Financial Statements: Submission of audited financial statements for the past three years, 

providing insight into the supplier’s financial health, stability, and capacity to meet RETN’s 

requirements. 

6.2. Detailed Ownership and Affiliation Analysis 

Suppliers must provide exhaustive details about their ownership structure, including: 

• Ultimate Beneficial Ownership (UBO): Identification of individuals or entities with a 

controlling interest in the supplier, ensuring transparency in ownership. 
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• Affiliated Companies and Subsidiaries: Documentation of any related entities, including 

subsidiaries, joint ventures, or partnerships, which may influence the supplier’s operations or 

risk profile. 

• Corporate Governance Documentation: Submission of the supplier’s articles of 

incorporation, bylaws, and governance policies to ensure alignment with RETN’s ethical 

standards. 

6.3. Enhanced Tax Compliance and Regulatory Adherence 

To ensure full regulatory compliance, RETN requires suppliers to: 

• Provide Tax Compliance Certificates: Issued by relevant tax authorities, confirming that the 

supplier is in good standing and has fulfilled all tax obligations. 

• Submit Regulatory Filings: Copies of recent regulatory filings, such as annual reports, 

compliance statements, and any notifications of significant events (e.g., changes in ownership, 

legal disputes). 

• Adhere to Anti-Money Laundering (AML) and Anti-Bribery Regulations: Certification of 

compliance with global AML and anti-bribery laws, including the provision of internal policies 

and training records. 

6.4. Comprehensive Risk Assessment and Mitigation 

RETN’s risk assessment process involves: 

• Financial Risk Analysis: Evaluation of the supplier’s financial stability, including 

creditworthiness, liquidity ratios, and potential exposure to financial distress. 

• Operational Risk Assessment: Assessment of the supplier’s operational capacity, including 

supply chain resilience, quality control processes, and ability to meet RETN’s delivery 

timelines. 

• Legal and Compliance Risk Review: Identification of potential legal risks, such as ongoing 

litigation, regulatory penalties, or previous violations of laws or regulations. 

• Reputational Risk Evaluation: Analysis of the supplier’s reputation in the market, including 

media coverage, customer reviews, and any past incidents that may impact RETN’s brand. 

• Environmental, Social, and Governance (ESG) Risk Assessment: Evaluation of the supplier’s 

adherence to ESG standards, including environmental sustainability practices, social 

responsibility, and corporate governance. 

6.5. Status Tracking, Review, and Approval Process 

The status of each supplier’s due diligence documentation is tracked through RETN’s Supplier 

Management System (SMS), which includes: 

• Document Submission Tracking: Real-time tracking of document submission and approval 

status to ensure timely completion of due diligence requirements. 

• Periodic Review and Re-certification: Regular review of the supplier’s compliance with 

RETN’s standards, including annual re-certification and updates to key documents. 

• Approval Workflow: A multi-tiered approval process, involving the Procurement, Legal, and 

Compliance teams, ensuring that all due diligence criteria are met before finalizing the 

supplier’s onboarding. 
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7. On-going Monitoring and Review 
 

To maintain ongoing compliance, RETN implements a continuous monitoring process that includes: 

• Real-Time Risk Monitoring: Use of automated tools to monitor changes in the supplier’s risk 

profile, including financial health, legal standing, and market reputation. 

• Supplier Performance Audits: Scheduled and unscheduled audits to evaluate the supplier’s 

adherence to contractual obligations and RETN’s standards. 

• Annual Compliance Reviews: Regular reviews of the supplier’s compliance with RETN’s 

policies, focusing on high-risk areas such as financial transactions, legal issues, and operational 

performance. 

• Incident Reporting and Resolution: Immediate reporting and investigation of any incidents 

that could compromise the supplier’s compliance with RETN’s standards, followed by 

corrective action plans. 

 

 

8. Non-compliance and Corrective actions 
 

Suppliers who fail to comply with RETN’s due diligence requirements or whose risk profile deteriorates 

will be subject to: 

• Corrective Action Plans (CAPs): Implementation of CAPs to address identified issues, with 

specific timelines for resolution. 

• Suspension of Activities: Temporary suspension of business activities with the supplier until 

compliance is restored. 

• Termination of Relationship: Termination of the contractual relationship if non-compliance 

persists or if the supplier poses a significant risk to RETN. 

• Reporting to Authorities: Where necessary, non-compliance will be reported to relevant 

regulatory authorities, and appropriate legal actions will be initiated. 

 
9. Review 
 
This policy was approved by the Chief Executive Officer on 01/06/2025 and is subject to annual review 

to adapt to any new regulations, market conditions, industry standards, or internal risk assesments. 

 
 
 
_____________ 
Tony O'Sullivan 
Chief Executive Officer 
RETN Networks Ltd                                   1st June 2025 
 


